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General Policy Statement:
's (Credit Union) general security procedures are designed to supplement the overall security program and and emergency preparedness policy is designed to ensure safe and sound practices.
Guidelines:
1. SECURITY TRAINING. The Credit Union periodically conducts employee training sessions that thoroughly cover precautions and procedures of loss prevention. 
 
1. STRICT CONFIDENTIALITY. Employees shall not talk carelessly in public about Credit Union business, security procedures, or cash handling procedures. 
 
1. KEYS, COMBINATIONS, AND PASSWORDS. The Credit Union will closely control Credit Union keys, combinations, and passwords. The President Management will change keys, combinations, and passwords, following the dismissal of an employee, or whenever prudent.
  
2. Keys. 
  
0. The assignment of keys to specific employees requires prior management approval.
 
0. All personnel assigned keys to Credit Union premises, cash drawers, main cash depositories, or cash lock boxes will be required to keep keys in their possession at all times. Under no condition should an employee allow anyone access to his or her keys when he or she is not present. 
 
0. Extra teller keys will remain under dual control.
 
0. Employees will return office keys when they are transferred or when their employment is terminated. Whenever an employee leaves employment with the Credit Union, for any reason, the will have the locks will be changed on all exterior doors.
 
2. Combinations. 
  
1. Only authorized employees may receive combinations to vaults and main cash depositories.
 
1. Personnel must commit all combinations to memory. Any practice of writing down combinations where theythat could be accessed by others is prohibited. 
 
2. Passwords. Under no condition will an employee be permitted to divulge his or her password to another person for that other person's use. 
 
1. SECURITY DEVICES.  The Credit Union utilizes several security devices.

3. Silent Alarms.  The Credit Union's silent alarm system alerts law enforcement authorities without making a sound. Employees may activate the alarm by pressing the appropriate alarm button or mechanism. Employees are cautioned not to activate the alarm system accidentally and to only activate the alarm when it is safe to do so.

3. Bait Money.  Bait money is a security procedure used to help law enforcement agencies trace robbery suspects. All the Credit Union's cash supplies will contain packages of bait money. This includes the vault, reserve supplies, and each teller's drawer. Each teller is required to maintain $[4200-1] in bait money in their cash drawer. A verified record of bait money is maintained by the teller manager.

3. Other Systems.  The Credit Union will implement other security devices, such as camera surveillance systems, etc., as the Security Officer determines is necessary or proper for ensuring full protection of the Credit Union, its employees, and member assets.

1. CASH CONTROL.
  
4. The Credit Union will follow its policies on Cash management and oversight (2120 – Cash).  The following security protocols are additional safeguards.

4. Teller Stations.
  
1. Each teller will count his/her cash each evening.
 
1. Tellers may not share cash drawers.
 
1. Tellers will lock cash drawers when they are away from their stations.
 
Cash drawers shall not exceed $.
 
1. Cash shall not be placed within reach of customers.
 
1. Only authorized personnel are permitted in the teller area. The Credit Union will not allow non-tellers to wander through the teller's area unattended. 
 
4. Vault Cash.
  
2. Safes and locking depositories will remain closed and locked when not in direct use.
 
2. Access to depositories requires dual entry. No individual will have direct access to funds in a safe, main cash depository, or travelers travelers' check depository unless approved by management.
 
2. Access to the vault will be logged. The initials of each employee responsible for maintaining dual entry will be recorded on the vault access log. 
 
4. Cash Transfers Within the Credit Union.
  
3. Receipt of purchases from or deposits to/from main cash requires immediate verification and signatures of both the teller and the main cash teller on the cash order form. 
 
3. A teller may not accept cash from the main cash depository on behalf of another teller. 
 
4. Cash Transfers by Armored Car.
  
4. All currency to be shipped will be double counteddouble-counted and strapped under dual control, and the straps will be initialed by each person.
 
4. Currency will not be released for shipment until armored car personnel have been positively identified.
 
4. If the guard is not known to Credit Union employees, the guard’s identity will be verified by telephone with the armored car company. To avoid possible hostage situations, the guard will not be told that his/her identity is being checked by telephone.
 
4. A signed receipt will be issued for each shipment sent or received.
 
4. Currency shipments received will be bulk counted in the presence of the armored car personnel unless the count is guaranteed by the armored car agency.
 
4. Each shipment will be verified under dual control and secured in the vault or safe immediately upon receipt. 
 
4. Verification.
  
5. Two or more authorized employees must be present during the cash verification process.
 
5. All bundles must be individually counted.
 
5. Verifications will be conducted out of sight of non-employees. 
 
1. SECURITY CHECKS.
  
5. The PresidentManagement or an appointed officer will check all alarms and security systems on a quarterly basisevery quarter to ensure that equipment is in top working condition. 
 
1. OPENING THE PREMISES.
  
6. Employees. Two employees will open the Credit Union. One employee will enter and inspect the premises (all rooms, closets, and office areas). The second employee will wait at a distance until the first employee signals that all is safe. Before entering, if signs of forced entry are visible, the police will be contacted immediately. Then the two employees will inspect the premises again and set the "all clear" signal for the rest of the employees. Employees are instructed to leave the Credit Union grounds and contact law enforcement officers when the "all clear" signal is not in place. 
 
6. Officers. Officers may enter the Credit Union alone, but only after determining that the premises are secure. Officers should stagger their arrival times and direction of travel. 
 
1. PROCEDURE FOR VISITOR VERIFICATION AND ACCESS TO RESTRICTED AREAS.
  
7. Access to nonpublic areas within the Credit Union will be restricted by doors and/or gates that are locked at all times. 
 
7. A log book will be maintained to document all visitors entering restricted areas at the Credit Union. “Visitors” include vendors, repair technicians, janitorial help, and any other non-office employees. 
 
7. The log book will record the date, name of visitor, and visitor’s company, time of arrival and departure, purpose of visit, signature of visitor, and name of Credit Union employee assigned to escort the visitor.
 
7. The visitor’s identity and authorization will be verified by telephone to the visitor’s company or office unless both the visitor and the reason for the visit are known to Credit Union personnel. To avoid possible hostage situations, the visitor will not be told of this verification procedure. 
 
7. An assigned employee will accompany the visitor at all times while the visitor is in restricted areas of the Credit Union. The [4103] may make exceptions to this rule. Such exceptions will be noted in the visitor log book.
 
1. SAFETY DEPOSIT SECURITY. The Credit Union will follow the procedure set forth inoutlined in the Safety Deposit Boxes policy. 
 
1. CLOSING THE PREMISES. The Credit Union will follow the following procedures:
  
9. At closing time, the doors will be locked. An employee will be stationed at the door to assist any remaining members as they leave the Credit Union. 
 
9. The door will be locked after each member leaves.
 
9. No unauthorized persons will be admitted into the Credit Union after the doors are locked. 
 
9. All currency, negotiable securities, and similar valuables will be secured in the Credit Union vault or safe at the earliest practicable time. The [4100-4]will check all areas of the Credit Union where these items are normally handled or stored to assure all valuables have been secured. 
 
9. All vital records will be stored in a fire-resistant record safe, container, or vault at the earliest practicable time. 
 
9. The [4100-5]will check all interior areas open to the membership to assure that all members have left the building. All potential hiding places will be included in this inspection. 
 
9. The [4100-6] will check to see that all exterior windows and doors are securely locked. 
 
1. SECURITY PROGRAM MONITORING. The PresidentManagement monitors the Credit Union's security program and promptly corrects any security weaknesses.
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